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PERSISTENT FAULTS

AND PFA



DURATION OF A FAULT
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Transient

Limited period of time

Examples:

• Laser Beams

• Temperature

• Voltage

Permanent

permanent

Examples:

• Defects

• Failure

• Destruction

Persistent

Lasts until reset

Examples:

• SRAM
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• First introduced by Zhang et al. at CHES 2018

• Practically evaluated on CAESAR finalists by Gruber et al. FDTC 2019

• Enhanced version by Zhang et al. at CHES 2020

PERSISTENT FAULT ANALYSIS (PFA): TIMELINE
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C1
a

1. The adversary can inject faults prior to the encryption.

2. Injected faults are persistent, i.e., last for several computations.

3. Multiple faulty ciphertexts can be collected. 

PFA: FAULT MODEL
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Step 1: Preparation

Step 2: Collect faulty ciphertexts

Step 3: Analysis

PFA: WORKING PRINCIPLE
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S(x) ~S(x) 
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PFA: THE ANALYSIS PART
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• Targets last round:

• Three attack strategies:

1.

2.

3.
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Zhang et al. CHES 2018 [1] 



• Adversary needs to know or bruteforce the value and/or position of the fault

• Impromptu key recovery only possible for single byte faults

 For single faults, improved variant PFA using MLE (Zhang et al., CHES 2020)

 Open research questions:

CLASSICAL PFA: LIMITS
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What about multiple unknown faults?
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STATISTICAL PERSISTENT 

FAULT ANALYSIS (SPFA)



SPFA: COMBINING PFA WITH CLASSICAL SFA
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PFA SFA

Persistent faults Multiple faults

Unknown faults

SPFA

Multiple persistent faults

Unknown/random faults



C1
a

1. The adversary can inject faults prior to the encryption.

2. Faults can range from affecting a single byte to larger structures.

3. The faults cause a non-uniform distribution.

4. Injected faults are persistent, i.e., affect all following computations.

5. Multiple faulty ciphertexts can be collected. 

SPFA: RELAXED FAULT MODEL
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Step 1: Preparation

Step 2: Collect faulty ciphertexts

Step 3: Analysis

SPFA: WORKING PRINCIPLE
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S(x) ~S(x) 
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• Exploits fault in penultimate round

• The key to our analysis is to detect the bias caused by the faults

• Two scenarios:

1. Wrong key guess: approximately uniform distribution

2. Correct key guess: faulty intermediate value will cause bias in the distribution

• We use the Squared Euclidean Imbalance to rank key hypotheses

SPFA: ANALYSIS
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• What does a successful SPFA attack look like?

SPFA: RESULTS
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• What does a successful SPFA attack look like?

SPFA: RESULTS
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best key candidate

SEI for all key hypotheses



EXPERIMENTS



• C++ implementation of block ciphers LED and AES 

• IntelCore i7-6700 with 8 threads

• Serialized implementation  single Sbox is stored as a static table

• Preparation: manipulate (parts of) the Sbox

• Collection: collect faulty ciphertexts and store (along with encryption key)

• Analysis: 

1. Calculate SEI for each key hypothesis: 28 * 28 * 28 * 28 * 28 = 248

2. Find the maximum SEI  MATLAB

PRACTICAL EVALUATION: SETUP
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• Question 1: How many ciphertexts are needed for a succesful analysis?

• Question 2: How „faulty“ can the Sbox be?

EXPERIMENTAL RESULTS FOR AES
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EXPERIMENTAL RESULTS FOR AES
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32 faulty bytessingle byte fault
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EXPERIMENTAL RESULTS FOR AES
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32 faulty bytessingle byte fault
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• Question 1: How many ciphertexts are needed for a succesful analysis?

• Question 2: How „faulty“ can the Sbox be?

EXPERIMENTAL RESULTS FOR AES
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FAULTY SBOX THROUGH RE-WIRING
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resulting Sbox
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FAULTY SBOX THROUGH RE-WIRING
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resulting Sbox
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rewired Sbox



COMPARISON WITH CLASSICAL PFA
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#faults
#ciphertexts complexity

w/o MLE MLE Our work Zhang et.al. Our work

1 2273 1641 15650 0 250

2 Ca. 2000 n/a 7775 216 250

8 Ca. 2000 n/a 2008 250 250

16 Ca. 2000 n/a 1643 264 250



CONCLUSION



• We presented SPFA, a combination of SFA and PFA

 SPFA allows for a more relaxed fault model wrt to PFA

 SPFA allows multiple random faults, e.g., faults on gate level or bitstream manipulations

• We verified our attack on the block ciphers LED and AES

• Future work: 

 SPFA and ineffective faults?

 SPFA against other Sbox designs

SUMMARY
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best key candidate
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